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Honor Code Acknowledgement Form 
All students in this course are bound to comply with the University of South Carolina School of 

Law Honor Code in its entirety. Provisions of particular note include: 

2.1  A Student shall not lie.  

A lie includes any form of dishonesty or misrepresentation, including the making of a 

statement known to be false or the willful omission of a material fact necessary to avoid 

a misrepresentation of the truth. 

2.2  A Student shall not cheat or plagiarize.  

For purposes of this rule, cheating is construed broadly to include using unauthorized 

materials, disregarding a professor's rule of anonymity, giving or receiving any 

unauthorized assistance in the completion of any academic course work, paper, 

examination, or in connection with a Student’s participation in any Extracurricular 

Activity. 

3.1  A Student shall report those who they believe have violated this Code.  

A Student who has information sufficient to create a reasonable belief that another 

Student has violated this Code shall promptly report that information either to the 

Instructor in the affected Academic Program or to the Dean. 

Honor Code violations include without limitation: (a) communicating by any means with 

anyone other than designated proctors and law school officials at any time between the start 

and the end of the exam except in case of evacuation or other emergency; (b) using a 

telephone or accessing the Internet at any time between the start and the end of the exam; (c) 

imaging or reproducing any part of the Exam Packet; (d) retaining any part of the Exam Packet 

after the end of the exam; and (e) willfully, knowingly, recklessly, or negligently disclosing, 

directly or indirectly, any aspect of the exam to any Section 3 student who has yet to complete 

the exam. 

* * * 

On my honor, I hereby certify that: (a) I understand that I am subject to the requirements of 

the Honor Code; (b) I understand that it applies to all work performed in this course, including 

this exam; (c) I have neither given nor received any unauthorized assistance in the completion 

of this exam; and (d) I will neither give nor receive any unauthorized assistance in the 

completion of this exam. 

 

 

 

December 8, 2017    Sign: ___________________________________ 

 

 

      Print name: _______________________________ 

 

*** TEAR THIS PAGE OFF AND SUBMIT SEPARATELY *** 
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Exam Answer Use Form 

 

Many students find practice exams and questions to be particularly useful in combination with 

actual student answers from prior years. 

 

This form allows you to specify whether you consent to the future use of your exam answers 

for educational purposes.  

 

If you consent, your exam answers may be shared with future students. These answers may 

also be publicly discussed and evaluated. Your name and AEGS number will not be shared. 

 

This form will not be reviewed until after grading is complete. Your choice will have no effect 

on your grade in this course or in any other course. 

 

Please select one of the following: 

 

____ I consent to the future use of my exam answers for educational purposes. 

 

____ I do not consent to the future use of my exam answers for educational purposes. 

 

 

 

AEGS Number: _______________ 

 

 

 

 

 

 

 

 

 

 

 

 

*** TEAR THIS PAGE OFF AND SUBMIT SEPARATELY *** 
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Attendance Pledge 

On my honor, I hereby certify that either (1) I have satisfied the School of Law’s class 

attendance requirement or (2) I have received an express waiver of this class attendance 

requirement from the Dean's office. 

 

 

 

AEGS Number: _______________ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

*** TEAR THIS PAGE OFF AND SUBMIT SEPARATELY *** 
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Instructions 

1. Materials 

1.1. You must bring and use a laptop equipped with Examplify. Only answers you write 

in Examplify will be evaluated; you will receive no credit for any other writing. 

1.2. You may bring and use any printed materials, including any notes and any books. 

1.3. You may access materials on your laptop, but you may not connect to the Internet. 

1.4. You may not bring phones, cameras, or similar devices into the exam room (with 

the exception of your laptop). 

2. Once you are instructed to read the instructions: 

2.1. Read these instructions carefully. They consist of two pages. 

2.2. Separate, read, complete, and return the Honor Code Acknowledgment Form. 

2.3. Separate, read, complete, and return the Exam Answer Use Form. 

2.4. Separate, read, complete, and return the Attendance Pledge. 

2.5. Do not proceed past these instructions. 

3. Once you are instructed to check the exam: 

3.1. Write your AEGS number in the bottom right corner of each page remaining in this 

packet. 

3.2. Check for any missing or misprinted pages. There should be 32 pages total 

(excluding the three pages that you have already separated). 

3.3. Do not read anything other than these instructions. 

4. Once you are instructed to begin the exam: 

4.1. Carefully review the six numbered questions and allocate your time among them. 

You may separate pages within the Exam Packet provided you properly 

reassemble them at the conclusion of the exam. 

4.2. Carefully read and reread each question. Unless otherwise stated, the applicable 

law is that of an unknown US state. 

4.3. Answer each question to the best of your ability. 

4.3.1. Your answers should be carefully reasoned, supported, and structured, as 

they will be evaluated on organization, completeness, depth, cogency, 

pertinence, and quality of expression as well as on “correctness.”  

4.3.2. You may not ask for any clarification or interpretation of a question. If you 

must assume any facts or law not included in the question itself, explicitly 

state any such assumption. Do not “assume away” potential issues. 

4.3.3. You are encouraged to carefully outline your responses in Examplify and to 

strategically use headings and other formatting tools. 

4.3.4. Ambiguity in an answer is unlikely to be resolved in your favor, especially 

if that answer does not take narrative form. 

4.4. Place each answer in the Examplify field corresponding to the question number. 

4.5. You may reference your answer to one question in your answer to another question. 

(This is a change from previous exam instructions.) 
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4.6. Do not include your name or any other identifying information in your answers. 

4.7. Do not exceed the word limit for any question. 

4.8. Do not exceed the time limit of four hours for the entire exam. 

4.9. Do not leave the exam room except (1) to use the restroom, (2) to report to an 

authorized law school official an issue with the administration of the exam, (3) to 

seek help from an authorized law school official for a personal problem, or (4) in 

case of evacuation or other emergency. This applies even if you finish the exam. 

4.10. Do not image, reproduce, or remove from the exam room any part of the Exam 

Packet. 

4.11. Do not communicate by any means with anyone other than designated proctors 

and law school officials, except as necessary in an evacuation or other emergency. 

5. Once you are instructed to stop or once four hours have elapsed: 

5.1. Stop typing immediately. 

5.2. Reassemble the Exam Packet. 

5.3. Return to the proctor (1) the Exam Packet, (2) any scratch paper used during the 

exam, and (3) any other materials that contain notes made during the exam (except 

for trivial markings on printed materials brought into the exam room). 

5.4. Do not disclose, directly or indirectly, any aspect of the exam to any student who 

has yet to complete the exam. 

6. In case of emergency: 

6.1. Immediately seek help from emergency services (911 or 9-911) or the offices of 

student affairs (first floor), the registrar (first floor), or the deans (second floor). 

6.2. Evacuate as appropriate. 

6.3. Do not discuss any aspect of the exam. 

 

 

 

 

 

 

 

 

 

 

 

STOP HERE. 
DO NOT PROCEED UNTIL INSTRUCTED TO DO SO. 



Fall 2017 | Tort Law 

Professor Bryant Walker Smith 

Final Examination! 

 

Page 3 of 32  AEGS Number: _______________ 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 

blank page blank page blank page blank page blank page blank page blank page blank 

page blank page blank page blank page blank page blank page blank page blank page 



Fall 2017 | Tort Law 

Professor Bryant Walker Smith 

Final Examination! 

 

Page 4 of 32  AEGS Number: _______________ 

Question 1 

5 minutes recommended | 5 words maximum 

What is the standard of proof in a negligence action? 

Question 2 

10 minutes recommended | 200 words maximum 

Why is necessity an affirmative defense to conversion but not to negligence? 

Question 3 

25 minutes recommended | 500 words maximum 

As a federal district court judge, you are presiding over a jury trial of a medical malpractice 

claim related to the 25-year-old plaintiff’s near-total loss of hearing in her left ear following a 

botched dental procedure in West Carolina. To help quantify the damages, counsel for the 

plaintiff plans to rely on expert testimony by Dr. Havidor Reporian. You expect Dr. Reporian 

to testify roughly as follows: 

1) I am a medical doctor who specializes in conditions of the ear, nose, and throat. I hold both 

a B.A. in music performance and an M.D. from the University of Minnesota, where I work 

as a supervising clinician. 

2) I have spoken at length with my patients about how hearing affects their quality of life, and 

I have extensively studied the scientific literature on the impacts of hearing loss. 

3) I am the author of a 2015 article in the Journal of the American Medical Association on the 

diagnostic utility of the Gallaudet Scale. This scale describes a subject’s hearing along a 

spectrum ranging from understanding a “whisper across a quiet room” to being unable to 

“hear any sound or any noise” whatsoever. 

4) A 2016 study in which I was not involved, The Impact of Hearing Loss on Household 

Income, determined that hearing loss is associated with a substantially lower household 

income. This association is statistically significant at the p < 0.0001 level. Average annual 

income in a household with only mild hearing loss is $10,200 more than in a household 

with profound hearing loss treated by a hearing aid and $20,300 more than in a household 

with profound hearing loss untreated by a hearing aid. 

5) I have interviewed the plaintiff in this case. She describes profound hearing loss in her left 

ear and mild hearing loss in her right ear. It is my opinion that the loss in her left ear cannot 

be treated with a hearing aid. Based on an average life expectancy of 81.2 years for a 

woman born in 2015, I calculate that the plaintiff will lose 81.2 x $20,300 = $1,648,360 in 

income due to her hearing loss. 

6) In addition, I am familiar with research into quality-adjusted life years (QALYs), which are 

widely recognized in the United Kingdom. By definition, one year of perfect health 

corresponds to a QALY of 1.0. In contrast, as summarized by Artem Boltyenkov in A 

Healthcare Economic Policy for Hearing Impairment, multiple studies have determined 

that one year with profound hearing loss corresponds to a QALY of only 0.54. The US 
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government estimates that the value of a statistical life is approximately $10 million. This 

suggests a loss to plaintiff of 0.54 x $10,000,000 = $5,400,000. 

7) In my interview with the plaintiff, I also learned that she loves listening to rock music and 

spent about $4000 on concerts and records last year. Because of her hearing loss, the 

plaintiff will be unable to enjoy the multidirectional sound of live concerts and 

stereophonic recordings. Stereo music is at least twice as good as mono music. Based on 

this, I estimate a lifetime loss to plaintiff of $4000 x 0.5 x 81.2 = $162,400. 

8) Because hearing loss is an extremely challenging condition, I expect that the plaintiff will 

continue to experience pain and suffering related to her hearing loss. From my 

experiences with my patients over many years, I estimate this pain and suffering at 

approximately $10 million over the plaintiff’s lifetime. 

9) Accordingly, it is my expert opinion that the plaintiff’s total future damages, exclusive of 

medical treatment, will amount to $1,648,360 + $5,400,0000 + $162,400 + $10,000,000 = 

$19,210,760. 

Discuss. 

Reading for Questions 4 through 6 

60 minutes recommended 

Questions 4, 5, and 6 pertain to First Choice Federal Credit Union v. The Wendy’s Company. In 

preparation for these questions, read the materials on the pages that follow: 

1) Plaintiffs’ Statement of Facts 

2) Chambers v. St. Mary’s School 

3) American Guarantee and Liability Insurance v. Ingram Micro 

Question 4 

40 minutes recommended | 1000 words maximum 

As counsel for the plaintiffs, draft a complaint that clearly alleges all plausible tort claims 

against the defendants, including any claim(s) of negligence, any claim(s) of negligence per 

se, and any claim(s) of fraudulent misrepresentation. (Under the substantive law applicable 

in this case, negligence and negligence per se are treated as separate causes of action.) 

Question 5 

60 minutes recommended | 1500 words maximum 

The defendants move for summary judgment on one or more of the claims in the plaintiffs’ 

complaint. As counsel for the defendants, draft a memorandum in support of this motion. 

Question 6 

40 minutes recommended | 1000 words maximum 

As counsel for the plaintiffs, draft a response in opposition to the defendants’ motion for 

summary judgment. 
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Plaintiffs’ Statement of Facts1 

Plaintiffs First Choice Federal Credit Union, AOD Federal Credit Union, Tech Credit Union, 

Veridian Credit Union, South Florida Educational Federal Credit Union, Preferred Credit 

Union, Alcoa Community Federal Credit Union, Associated Credit Union, Centrue Bank, 

Envista Credit Union, First NBC Bank, Align Credit Union, Navigator Credit Union, The 

Seymour Bank, Financial Horizons Credit Union, North Jersey Federal Credit Union, Nusenda 

Credit Union, Greater Cincinnati Credit Union, KEMBA Financial Credit Union, Wright-Patt 

Credit Union, Greenville Heritage Federal Credit Union, and Members Choice Credit Union 

(“Plaintiffs”) allege the following against Defendants The Wendy’s Company, Wendy’s 

Restaurants, LLC, and Wendy’s International, LLC (collectively, “Wendy’s,” the “Company,” 

or “Defendants”), based upon personal knowledge, where applicable, information and 

belief, and the investigation of counsel.  

1. Plaintiffs are financial institutions that suffered, and continue to suffer, financial losses 

as a direct result of Wendy’s conscious failure to take adequate and reasonable measures to 

protect its point-of-sale and computer systems. Wendy’s actions left highly sensitive Payment 

Card Data, including, but not limited to, the cardholder name, credit or debit card number, 

expiration date, cardholder verification value, and service code (“Payment Card Data”), of 

hundreds of thousands, if not millions, of the Plaintiffs’ customers exposed and accessible for 

use by hackers for months. As a result, the Plaintiffs have incurred significant damages in 

replacing customers’ payment cards and covering fraudulent purchases, among other things.  

2. In or about October 2015, computer hackers accessed Wendy’s inadequately 

protected point-of-sale systems and installed malicious software (often referred to as 

“malware”) that infected over 1,000 Wendy’s restaurants in the United States. Through this 

malware, hackers stole the Payment Card Data of an untold number of customers. The stolen 

Payment Card Data then was sold on the internet to individuals who made massive numbers 

of fraudulent transactions on payment cards that the Plaintiffs issued to Wendy’s customers.  

3. The data breach was the inevitable result of Wendy’s inadequate data security 

measures and lackadaisical approach to the security of its customers’ Payment Card Data. 

Despite the well-publicized and ever-growing threat of cyber-attacks targeting Payment Card 

Data through vulnerable point-of-sale systems and inadequately protected computer 

networks, Wendy’s refused to implement certain best practices, failed to upgrade critical 

security systems, used outdated point-of-sale systems, ignored warnings about the 

vulnerability of its computer network, and disregarded and/or violated applicable industry 

standards.  

4. Wendy’s data security deficiencies were further buttressed by Wendy’s failure to 

timely identify the breach and subsequently contain it. By February 2016, when Wendy’s first 

publicly acknowledged that a data breach compromising customer Payment Card Data had 

                                                      
1 Adapted from Amended Complaint in First Choice Federal Credit Union v. The Wendy’s Company. 
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occurred, the data breach already had been ongoing for several months. The malware had 

remained undetected within Wendy’s point-of-sale and computer systems from October 2015 

until late January 2016, when third parties first notified Wendy’s that an unusual number of 

potentially fraudulent transactions had taken place on payment cards recently used at 

Wendy’s restaurants.  

5. Although Wendy’s claimed that it immediately began an investigation when it learned 

of the data breach, its security deficiencies were so significant that Wendy’s not only failed to 

timely notify financial institutions that their payment cards were at risk, but also failed to take 

proper measures to contain the data breach and prevent ongoing and subsequent exfiltration 

of Payment Card Data.  

6. Wendy’s initially announced that the malware discovered on its point-of-sale systems 

was limited and impacted only 300 of the Company’s more than 5,500 U.S. restaurants. 

Wendy’s further suggested that, as of May 2016, the source of the malware had been 

identified, disabled, and eradicated.  

7. Wendy’s now admits, however, that the impact of the data breach was much more 

widespread than previously disclosed, that malware was identified at over 1,000 restaurants 

(more than triple the original representation), and that the data breach was nationwide in 

scope, impacting all but four states and the District of Columbia.  

8. Furthermore, the fraud exposure window, when Payment Card Data was at risk, is 

much longer than what Wendy’s initially disclosed. For example, Visa initially stated that the 

fraud exposure window ran from October 26, 2015 through February 14, 2016, but later 

extended the ending date of the exposure window by more than four months – to June 25, 

2016 – meaning the breach was not contained for nearly six months after Wendy’s was notified 

the malware was on its systems.  

9. Despite Wendy’s claim that the data breach has been contained, Plaintiffs believe that 

the breach remains ongoing to date. Indeed, the Plaintiffs continue to suffer new, recent losses 

as a result of the data breach.  

10. The financial costs caused by Wendy’s deficient data security approach have been 

borne primarily by financial institutions, like the Plaintiffs, that issued the payment cards 

compromised in the data breach. These costs include, but are not limited to, canceling and 

reissuing compromised cards and reimbursing their customers for fraudulent charges. 

Industry sources estimate that the fraudulent charges from this breach have been even more 

pervasive than in other recent data breaches (e.g., Target and Home Depot), causing the 

Plaintiffs to suffer much greater losses than were suffered by financial institutions in 

connection with those breaches. Moreover, the duration of the data breach and Wendy’s 

inadequate response thereto have caused the Plaintiffs to suffer many millions of dollars more 

in damages than they would have suffered had Wendy’s had an adequate process in place to 

detect the breach and/or actually contain the data breach when Wendy’s first learned of it.  
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13. As a result of the Wendy’s data breach, Plaintiffs have also suffered, and continue to 

suffer, inter alia, costs to investigate fraudulent charges and costs due to lost interest and 

transaction fees due to reduced card usage.  

43. Defendant The Wendy’s Company is a Delaware corporation with its principal place 

of business in Dublin, Ohio.  

44. Defendant Wendy’s Restaurants, LLC is a Delaware limited liability company with its 

principal place of business in Dublin, Ohio, whose sole member is The Wendy’s Company.  

45. Defendant Wendy’s International, LLC is an Ohio limited liability company with its 

principal place of business in Dublin, Ohio, whose parent company is Wendy’s Restaurants, 

LLC.  

46. Wendy’s is engaged in the business of operating, developing, and franchising a 

system of quick-service restaurants. According Wendy’s Form 10-K filed with the Securities 

and Exchange Commission (“SEC”) for the fiscal year ended January 3, 2016 (“2015 Form 

10K”), “Wendy’s restaurant system was comprised of 6,479 restaurants, of which 632 were 

owned and operated by the Company.” In 2015, its revenues totaled approximately $1.9 

billion. Id.  

47. As a franchisor, Wendy’s has total control over the manner in which its franchisees 

operate in order to maintain uniformity from restaurant to restaurant across the country. 

Wendy’s standard form Unit Franchise Agreement emphasizes the importance of “uniform 

standards, specifications, and procedures for operations[,]” any aspect of “which may be 

changed, improved, and further developed by [Wendy’s] from time to time[.]” The Unit 

Franchise Agreement indicates that Wendy’s control over franchisee operations extends to 

“computer software and electronic data transmission systems for point of sale reporting.” 

48. Similarly, the Company’s 2015 Form 10-K also stated that:  

Franchised restaurants are required to be operated under uniform operating 

standards and specifications relating to the selection, quality and preparation 

of menu items, signage, decor, equipment, uniforms, suppliers, maintenance 

and cleanliness of premises and customer service. Wendy’s monitors 

franchisee operations and inspects restaurants periodically to ensure that 

required practices and procedures are being followed.  

49. According to a lawsuit filed by Wendy’s against one of its franchisees, Wendy’s Int’l, 

LLC v. DavCo Rests. LLC, No. 14CV013382 (Ohio Ct. Comm. Pl.) (the “DavCo lawsuit”), 

Wendy’s admits that the “guidelines announced by Wendy’s [are] to be followed by all U.S. 

and Canadian franchisees” and are “key obligations at the core of the franchisor/franchisee 

relationship between Wendy’s and [the franchisee].” Specifically, Wendy’s avers that “these 

obligations [include the requirement] for all U.S. and Canadian franchisees (a) to purchase 

and install a common point of sale computer platform.” 
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50. With regard to its total control over franchisee operations, Wendy’s alleges in the 

DavCo lawsuit: 

The essence of any franchisor/franchisee relationship is that in exchange for 

the grant of a franchise, . . . the franchisee agrees, among other things, to 

follow the processes and maintain the standards established by the franchisor. 

. . . The Franchise Agreements between Wendy’s and [its franchisees] make 

clear that Wendy’s “has developed and owns a distinctive format and system 

relating to the establishment and operation of Wendy’s Old fashioned 

Hamburgers restaurants” (Franchise Agreements, first WHEREAS clause), and 

that [the franchisee] “understands and acknowledges the importance of 

[Wendy’'s] high standards of quality, cleanliness, appearance, and service, 

and the necessity of operating the business franchised hereunder in 

conformity with [Wendy’s] standards and specifications.” (Franchise 

Agreements, sixth WHEREAS clause.)  

The Franchise Agreement specifically obligates franchisees to purchase, install, and utilize 

fixtures, furnishings, and equipment that may be specified by Wendy’s from time to time.  

54. It is well known that customer Payment Card Data is valuable and often targeted by 

hackers. Over the last several years, numerous data breaches have occurred at large retailers 

and restaurants nationwide, including The Home Depot, Target, Kmart, P.F. Chang’s, and 

many others. Despite widespread publicity and industry alerts regarding these other notable 

data breaches, Wendy’s failed to take reasonable steps to adequately protect its computer 

systems from being breached.  

55. A large portion of Wendy’s sales are made to customers who use credit or debit cards. 

When a customer uses a credit or debit card, the transaction involves four primary parties: 

(1) the “merchant” (e.g., Wendy’s) where the purchase is made; (2) an “acquiring bank” 

(which typically is a financial institution that contracts with the merchant to process its 

payment card transactions); (3) a “card network” or “payment processor” (such as Visa and 

MasterCard); and (4) the “issuer” (which is a financial institution – such as Plaintiffs – that 

issues credit and debit cards to its customers).  

56. Processing a payment card transaction involves four major steps:  

• Authorization – when a customer presents a card to make a purchase, Wendy’s 

requests authorization of the transaction from the card’s issuer;  

• Clearance – if the issuer authorizes the transaction, Wendy’s completes the sale to the 

customer and forwards a purchase receipt to the acquiring bank with which it has contracted;  

• Settlement – the acquiring bank pays Wendy’s for the purchase and forwards the 

receipt to the issuer, which then reimburses the acquiring bank; and  

• Post-Settlement – the issuer posts the charge to the customer’s credit or debit account.  
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57. In processing payment card transactions, merchants acquire a substantial amount of 

information about each customer, including his or her full name; credit or debit card account 

number; card security code (the value printed on the card or contained in the microprocessor 

chip or magnetic strip of a card and used to validate card information during the authorization 

process); the card’s expiration date and verification value; and the PIN number for debit 

cards. This information typically is stored on the merchants’ computer systems and 

transmitted to third parties to complete the transaction. At other times, and for other reasons, 

merchants may also collect other personally identifiable information about their customers, 

including, but not limited to, financial data, mailing addresses, phone numbers, driver’s 

license numbers, and email addresses.  

58. For years, Wendy’s has stored in its computer systems massive amounts of customer 

Payment Card Data. Wendy’s uses this information to process payment card transactions in 

connection with sales to its customers and to generate profits by sharing the information with 

third-party affiliates, recommending additional services to customers, and employing 

predictive marketing techniques. In sum, customer Payment Card Data is an asset of 

considerable value to both the Company and to hackers, who can easily sell this data, as a 

result of the “proliferation of open and anonymous cybercrime forums on the Dark Web that 

serve as a bustling marketplace for such commerce.”  

62. Beginning in approximately October 2015, computer hackers took advantage of the 

numerous vulnerabilities in Wendy’s computer and point-of-sale systems by using the 

credentials of a third-party vendor to install malware that ultimately infected at least 1,000 

restaurants across the U.S. Through this malware, the hackers were able to steal Wendy’s 

customers’ Payment Card Data that Wendy’s had collected in conjunction with its customers’ 

restaurant purchases.  

63. By December 2015, Wendy’s knew that a data breach was impacting many of its 

locations. A former Wendy’s employee, who worked as a Field Network/System 

Administrator (“System Admin”), and another former high ranking employee in Wendy’s 

Technology Solutions group (“Tech Solutions Employee 1”) both independently stated that 

they were informed in December 2015 that a data breach was ongoing at that time. Despite 

its knowledge of the data breach in December 2015, Wendy’s failed to disclose to Plaintiffs or 

the general public that a data breach had occurred.  

64. By early January 2016, unauthorized charges on payment cards used at Wendy’s 

locations already were well under way. One customer noted that she suspected that her credit 

card information was stolen in early January after visiting a Wendy’s in Illinois. And, in late 

January, news sources reported that a data breach had likely occurred after some banks 

noticed a pattern of fraud on payment cards that all recently had been used at Wendy’s 

restaurants.  

65. On January 27, 2016 (at least a month after it already knew of the breach), Wendy’s 

finally announced that it was investigating reports of “‘unusual activity’” on payment cards 
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used in some of its restaurants, but refused to acknowledge that a data breach had occurred, 

reiterating that “it is difficult to determine with certainty the nature or scope of any potential 

incident.”  

66. It was not until February 9, 2016, nearly two weeks after the public reports surfaced, 

that Wendy’s finally publicly acknowledged that “some [of its locations] have been found by 

the cybersecurity experts to have malware on their systems.” Attempting to downplay the 

seriousness of the data breach, Wendy’s assured its customers that financial institutions – like 

the Plaintiffs – would reimburse Wendy’s customers for any fraudulent charges.  

67. On February 26, 2016, Visa issued a Compromised Account Management System 

(“CAMS”) alert to at least some financial institutions, indicating that the estimated fraud 

“exposure window” for the Wendy’s data breach ran from October 26, 2015 through February 

14, 2016. The CAMS alert further indicated that both Track 1 and Track 2 data, which generally 

includes credit and debit card information, such as cardholder name, primary account 

number, and in certain instances, PIN number, may have been compromised in the data 

breach. MasterCard issued a similar alert on March 7, 2016.  

68. In its 2015 Form 10-K, Wendy’s stated:  

the Company has engaged cybersecurity experts to conduct a 

comprehensive investigation into unusual credit card activity at some 

Wendy’s restaurants. Out of the locations investigated to date, some have 

been found by the cybersecurity experts to have malware on a certain 

system. The investigation is ongoing and the Company is continuing to work 

closely with cybersecurity experts and law enforcement officials.  

69. On April 1, 2016, Visa issued another CAMS alert to at least some financial institutions, 

indicating that the estimated fraud exposure window for the Wendy’s data breach ran from 

October 26, 2015 through March 10, 2016 – extending the fraud exposure window by nearly 

a month more than previously disclosed.  

70. On May 10, 2016, Visa again issued a CAMS alert to at least some financial institutions, 

extending both the beginning and end date of the fraud exposure window for the Wendy’s 

data breach to August 31, 2015 through April 1, 2016.  

71. On May 11, 2016, Wendy’s issued a press release on Form 8-K filed with the SEC. In 

this press release, Wendy’s acknowledged that “several hundred” of its restaurants were 

impacted by “malware” that was “installed through the use of compromised third-party 

vendor credentials” that “affected one particular point of sale system.” The press release 

went on to state that Wendy’s along with its cybersecurity experts had “disabled and 

eradicated the malware in affected restaurants.” Id. This was false.  

72. On June 9, 2016, Wendy’s issued another press release on Form 8-K filed with the SEC. 

In this press release, Wendy’s disclosed that the data breach was much larger than 
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Defendants had first reported. Specifically, Wendy’s explained that “the Company has 

recently discovered a variant of the malware[.] . . . This malware has been discovered on 

some franchise restaurants’ [point-of-sale] systems, and the number of franchise restaurants 

impacted by these cybersecurity attacks is now expected to be considerably higher” than 

Defendants’ previous estimates. 

73. Defendants’ June 9, 2016 press release further intimated that the data breach remained 

ongoing, still causing substantial damages to the Plaintiffs. This would mean that Wendy’s 

failed to identify and contain the data breach to stop the hackers from stealing Payment Card 

Data for approximately eight months. Indeed, despite Wendy’s claims that the malware had 

been identified and the breach contained, Plaintiffs believe that the breach remains ongoing 

through the date of this filing, as the Plaintiffs continue to suffer fraud losses and have had to 

continue canceling and reissuing their customers’ payment cards in connection with the 

Wendy’s data breach.  

74. On July 7, 2016, Wendy’s issued yet another press release identifying the specific 

Payment Card Data that had been targeted by hackers:  

Working closely with third-party forensic experts, federal law enforcement 

and payment card industry contacts as part of its ongoing investigation, the 

Company has determined that specific payment card information was 

targeted by the additional malware variant. This information included 

cardholder name, credit or debit card number, expiration date, cardholder 

verification value, and service code.  

Todd Penegor, Wendy’s President and Chief Executive Officer (“CEO”), stated:  

We are committed to protecting our customers and keeping them informed. 

We sincerely apologize to anyone who has been inconvenienced as a result of 

these highly sophisticated, criminal cyberattacks involving some Wendy’s 

restaurants. . . . We have conducted a rigorous investigation to understand 

what has occurred and apply those learnings to further strengthen our data 

security measures.  

75. Wendy’s again confirmed the breach occurred through a compromise of the security 

credentials from one of its service providers, which thereby allowed the hackers to deploy 

the malware and access Payment Card Data from point-of-sale systems. This was the exact 

same highly publicized process by which Target had been breached only a few years before. 

Wendy’s further confirmed that malware at issue was placed on Wendy’s franchisee systems 

starting in late Fall of 2015. Id.  

76. On July 8, 2016, Visa issued a subsequent CAMS alert extending the ending date for 

the fraud exposure window into late June 2016. On July 8, 2016, MasterCard also issued a 

revised Account Data Compromise (“ADC”) alert indicating that the exposure window was 

between December 1, 2015 and June 10, 2016 and included both Track 1 and Track 2 data.  
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77. On July 8, 2016, the Pittsburgh Post-Gazette reported that several Wendy’s restaurants 

in the Pittsburgh region were among the more than 1,000 Wendy’s locations in the U.S. where 

personal and financial data was compromised. Specifically, the report states that “Wendy’s 

said hackers were able to steal customers’ credit and debit card information at 1,025 of its 

U.S. restaurants, far more than it originally thought. The hamburger chain said hackers were 

able to obtain card numbers, names, expiration dates and codes on the card, beginning in 

late fall.”  

78. Taking advantage of Wendy’s lax data security and delayed notification to financial 

institutions and the public, hackers were able to gather large amounts of Payment Card Data. 

With that Payment Card Data, unknown perpetrators were able to make a significant number 

of undetected fraudulent purchases on credit and debit cards that had been issued by the 

Plaintiffs. Unknown perpetrators also specifically targeted and drained debit accounts with 

large amounts of money in them, concentrating the damages and causing individual financial 

institutions, such as the Plaintiffs, significant losses.  

80. Much of the blame for the state of Wendy’s data security systems can be placed 

squarely on the shoulders of the Company’s IT management, who were incompetent and 

failed to maintain a system of accountability over data security. Indeed, Wendy’s senior 

management were aware of the primary security deficiencies that left Payment Card Data at 

risk, yet failed to take the necessary steps to remediate such deficiencies.  

81. Wendy’s corporate culture towards data security was best described by a former 

Senior Engineer (“Senior Engineer 2”), who stated that the IT managers at Wendy’s took a 

“hope for the best” attitude towards security. Senior Engineer 2 further stated that Wendy’s 

IT personnel, including those in upper management, “had no clue what they were doing” and 

frequently addressed issues in ways that weakened system security, rather than strengthened 

it.  

82. Senior Engineer 2 worked out of Wendy’s corporate headquarters between 2014 and 

2015 and initially reported to the Chief Engineer of IT Infrastructure, Jim Gatto, and 

subsequently to the Director of Store Technology, Phil Newson. Senior Engineer 2 stated that 

the there was a general lack of accountability in the IT department at Wendy’s and the IT 

personnel lacked both proper training and a solid understanding of how Wendy’s IT systems 

operated.  

83. Senior Engineer 2 emphasized that the IT department routinely failed to address 

known security issues. For example, he explained that IT management continued to use the 

Windows XP operating system for the Aloha point-of-sale (“Aloha POS”) system (Wendy’s 

internal point-of-sale system, discussed more fully below) despite well-known vulnerabilities. 

Windows XP was an outdated operating system that Microsoft no longer supported with 

security and technical updates. Senior Engineer 2 stated that when he raised concerns with IT 

employees regarding the continued use of Windows XP, these employees would act surprised 

and horrified that Windows XP was in use, yet never would do anything to rectify the problem.  
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84. Senior Engineer 2 also stated that managers of the IT and security systems were often 

more concerned about sticking to their project timelines than they were about ensuring the 

security of their systems, regularly sacrificing the latter in favor of meeting their deadlines.  

85. Wendy’s was clearly aware of the threat of a data breach given the prior high-profile 

breaches that occurred at Target, Home Depot, and others. Indeed, Visa warned merchants, 

including Wendy’s, as early as August 2013 of malware targeting pointof-sale systems. 

Specifically, the alert, entitled “Retail Merchants Targeted by Memory-Parsing Malware,” 

warned: “Since January 2013, Visa has seen an increase in network intrusions involving retail 

merchants. Once inside the merchant’s network, the hacker will install memory parser 

malware on the Windows based cash register system in each lane.”  

86. In February 2014, Visa again warned Wendy’s and other merchants of the increased 

risks posed by malware designed to target points-of-sale in an update to its August 2013 

security alert. Specifically, the February 2014 alert stated:  

Visa is issuing this alert to make clients aware of new malware information 

and to remind Visa merchants to secure their payment processing (and non-

payment) networks from unauthorized access. Visa highly recommends 

merchants implement these signatures on security solutions to detect a 

suspected breach. However, Visa recommends performing sufficient due 

diligence prior to implementing any block to avoid any inadvertent 

connectivity issues for legitimate access.  

87. In November 2015, Visa issued another security alert notifying Wendy’s and other 

merchants of additional malware infections targeting and impacting merchants and 

restaurants. This alert specifically stated that a restaurant group had been targeted by this 

form of malware attack and that “infections started in August 2015 but appeared to increase 

dramatically in the middle of October 2015.” The security alert further stated that “Windows 

XP and Windows 7 (both 32 bit and 64 bit) are the primary operating systems infected.” Id.  

88. However, despite these numerous warnings and alerts, Wendy’s failed to take 

reasonable steps to upgrade and protect Payment Card Data. Indeed, Wendy’s has known for 

years that a breach of its point-of-sale systems was possible and could cause serious 

disruption to its business and damage to payment card issuers. Specifically, Wendy’s, in its 

Form 10-K filed with the SEC for the fiscal year ended December 28, 2014 (“2014 Form 10-

K”), acknowledged that a data breach could adversely affect its business and operations:  

We rely on computer systems and information technology to run our business. 

Any material failure, interruption or security breach of our computer systems 

or information technology may result in adverse publicity and adversely 

affect the operation of our business and results of operations.  

We are significantly dependent upon our computer systems and information 

technology to properly conduct our business. A failure or interruption of 

computer systems or information technology could result in the loss of data, 
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business interruptions or delays in business operations. Also, despite our 

considerable efforts and technological resources to secure our computer 

systems and information technology, security breaches, such as unauthorized 

access and computer viruses, may occur resulting in system disruptions, 

shutdowns or unauthorized disclosure of confidential information. A 

significant security breach of our computer systems or information technology 

could require us to notify customers, employees or other groups, result in 

adverse publicity, loss of sales and profits, and incur penalties or other costs 

that could adversely affect the operation of our business and results of 

operations.  

89. Likewise, in its 2015 Form 10-K, Wendy’s again listed as one of its potential risk factors, 

a data breach involving financial information from its point-of-sale systems:  

We are heavily dependent on computer systems and information technology 

and any material failure, interruption or security breach of our computer 

systems or technology could impair our ability to efficiently operate our 

business.  

* * *  

Any security breach involving our or our franchisees’ point-of-sale or other 

systems could result in a loss of consumer confidence and potential costs 

associated with fraud. Also, despite our considerable efforts and 

technological resources to secure our computer systems and information 

technology, security breaches, such as unauthorized access and computer 

viruses, may occur, resulting in system disruptions, shutdowns or 

unauthorized disclosure of confidential information. A security breach of our 

computer systems or information technology could require us to notify 

customers, employees or other groups, result in adverse publicity, loss of 

sales and profits, and incur penalties or other costs that could adversely affect 

the operation of our business and results of operations.  

91. Prior to the data breach, Wendy’s knew its data security systems were insufficient and 

that its point-of sale systems were vulnerable to a data breach. Accordingly, Wendy’s had 

launched, but not completed, a mandatory upgrade to its point-of-sale systems in all 

restaurants to make it less susceptible to attack. However, due to Wendy’s negligence, the 

upgrade was delayed, underfunded, and not completed in a timely fashion. Moreover, 

Wendy’s should have begun the upgrade long before it actually did.  

92. At the time of the data breach, the vast majority of Wendy’s restaurants used the Aloha 

POS system, a third-party system developed by NCR Corp. (“NCR”), a global technology 

company. In 2009, Wendy’s approved NCR as a supplier of point-of-sale technology for 

Wendy’s restaurant system franchisees.  
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93. According to the DavCo lawsuit between Wendy’s and one of its major franchisees 

(discussed above), Wendy’s announced plans in 2012 to implement the Aloha POS system as 

the required point-of-sale platform for all restaurants in the U.S. and Canada.  

94. Unfortunately, the Aloha POS system was not much of an upgrade, as it was riddled 

with vulnerabilities – which Wendy’s knew about before the data breach occurred.  

95. For example, Wendy’s franchisee, DavCo Restaurants LLC (“DavCo”), alleged in its 

counterclaim complaint (“DavCo Counterclaim”) against Wendy’s that the new Aloha POS 

system was fraught with serious technical and operational problems, which, according to 

DavCo, Wendy’s acknowledged, but summarily dismissed as trivial. See DavCo 

Counterclaim. DavCo alleged that the Aloha POS software was unstable and would repeatedly 

freeze and disconnect from the restaurant’s network. Id.  

96. The shortcomings of the Aloha POS system were also publicly well-known by the time 

of the Wendy’s data breach. A July 18, 2014 ComputerWorld article explained that “Matt Oh, 

a senior malware researcher with HP, recently bought a single Aloha point-of-sale terminal” 

and found:  

an eye-opening mix of default passwords, at least one security flaw and a 

leftover database containing the names, addresses, Social Security numbers 

and phone numbers of employees who had access to the system. His findings 

have received a fair amount of attention due to the role of such systems in 

high-profile data breaches at retailers including Target, Neiman Marcus and 

Michaels.  

97. According to the report, Oh “also found a memory-related problem known as a ‘heap 

overflow’ within a component called the Aloha Durable Messaging Service, which shuttles 

information between front-end and back-end systems. If exploited, the heap overflow ‘could 

provide an attacker with full system level control of the target system[.]’” Id.  

98. Moreover, in 2009, several restaurants in the U.S. that suffered data breaches sued the 

vendor and distributor of their Aloha POS systems. The lawsuit alleged that the Aloha POS 

system was non-compliant with industry standards (known as PCI DSS, discussed infra) and 

that hackers were able to install keyloggers and steal credit card numbers, resulting in 

hundreds of thousands of customers becoming victims of identity theft.23 In fact, this lawsuit 

noted that, in 2007, Visa warned the vendor and distributor that the Aloha POS system 

unnecessarily stored sensitive cardholder data, making it non-compliant with PCI DSS and a 

vulnerable target for hackers. Id.  

99. Similarly, in 2012, two Romanian hackers confessed that they had targeted over 150 

Subway sandwich restaurants by breaking into Subway’s Aloha POS system. 

100.  Wendy’s also knew that its point-of-sale systems were at risk for a potential data 

breach because customization of the Aloha POS system required Wendy’s to either turn off or 



Fall 2017 | Tort Law 

Professor Bryant Walker Smith 

Final Examination! 

 

Page 17 of 32  AEGS Number: _______________ 

put in a less robust mode the point-of-sale security software that provided malware detection 

and other security services.  

101. The Aloha POS system was designed for “table service” restaurants and required 

minimal customization to operate in that environment. Wendy’s, however, had to significantly 

customize the Aloha POS system to operate in the “quick service,” fast food environment. This 

customization was done piecemeal and on-the-fly, causing frequent system crashes that 

prevented essential point-of-sale and security systems from being fully operational for long 

stretches of time.  

102. Tech Solutions Employee 1, who reported primarily to Wendy’s Chief Information 

Officer, Don Zimmerman, said that the customization resulted in the Aloha POS system having 

recurring operational glitches, including system crashes. Tech Solutions Employee 1 

explained that personnel involved in supporting the Aloha POS implementation process 

commonly complained about the unsystematic nature of the customizations, saying: “we’re 

trying to build the ship as we’re sailing it across the ocean.”  

103. Another former employee, who worked as a help desk specialist (“Help Desk 

Specialist”), agreed that the customization of the Aloha POS system was problematic because 

it hampered the system’s overall functionality by creating conflicts between the Aloha POS 

system and Wendy’s other IT systems.  

104. According to the Help Desk Specialist, on a weekly or monthly basis, Wendy’s internal 

point-of-sale development group would issue new software updates for the Aloha POS system. 

Typically, after these updates, the Help Desk Specialist said that calls to the help desk “would 

be exploding because [the update] broke something” and that this “happened all the time.” 

The help desk staff often wondered what the point-of-sale development group was doing and 

would ask: “why do they keep breaking stuff?”  

105. The Help Desk Specialist explained that Wendy’s customization of the Aloha POS 

system frequently caused system crashes, as well as glitches, that prevented the Aloha POS 

system from properly authorizing and processing customer payment card transactions, due 

to loss of internet connectivity. When this occurred, restaurants were required to run point-

of-sale transactions in “spool-down mode,” which enabled transactions under $20 (in other 

words, the majority of Wendy’s transactions) to be authorized until the restaurant in question 

could reestablish internet connectivity.  

106. The Help Desk Specialist also noted that Solidcore, a software product that provided 

malware detection and other security functions for Wendy’s Aloha POS system, used a 

significant amount of memory to properly operate. This severely impacted the performance 

and speed of other IT systems at Wendy’s restaurants, including the Aloha POS system. In fact, 

the Aloha POS system frequently crashed due to this incompatibility.  
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107. Help Desk Specialist, as well as another former employee in the Technology Solutions 

group (“Tech Solutions Employee 2”), explained that, in order to troubleshoot problems with 

Solidcore, they would be required to either temporarily shut down Solidcore altogether or 

put Solidcore in a less robust, reduced-capacity mode. Help Desk Specialist was aware of 

several instances where Solidcore would remain offline for a significant amount of time 

because either the troubleshooting took a very long time to complete or the help desk 

specialist handling the assignment forgot to enable the system after troubleshooting was 

complete. With Solidcore offline, Payment Card Data was left entirely unprotected.  

108. Wendy’s further knew that its point-of-sale systems were at risk for a potential data 

breach because, as both Help Desk Specialist and Senior Engineer 2 confirmed, Wendy’s 

point-of-sale registers were running on Windows XP, an outdated operating system.  

109. In October 2013, an article titled “The End of Windows XP Could be the End for Your 

POS System” warned Aloha POS system users that “[i]f you’re using a terminal that’s a few 

years old, such as Micros or Aloha, it might be time to upgrade your POS system.” The article 

pointed out that point-of-sale systems, like Aloha POS, that utilized Windows XP were 

outdated and no longer supported by Microsoft.  

110. In 2014, Microsoft, Windows XP’s manufacturer, discontinued security updates and 

technical support for XP. Indeed, Microsoft published a specific warning to customers who 

continued to utilize Windows XP:  

After April 8, 2014, Microsoft will no longer provide security updates or 

technical support for Windows XP. Security updates patch vulnerabilities that 

may be exploited by malware and help keep users and their data safer. PCs 

running Windows XP after April 8, 2014, should not be considered to be 

protected, and it is important that you migrate to a current supported 

operating system – such as Windows 10 – so you can receive regular security 

updates to protect their computer from malicious attacks.  

112. Wendy’s failed to maintain adequate firewall protection, which would have prevented 

its payment card systems from being breached by hackers. The System Admin, who was 

responsible for implementing network security upgrades at various corporate-owned and 

franchised restaurants, confirmed that that many of the restaurants he visited lacked any 

firewall whatsoever. The System Admin said other technicians likewise confirmed that certain 

Wendy’s restaurants lacked any firewall.  

113. Additionally, the System Admin identified problems associated with the Company’s 

firewall configuration. For instance, when working on one upgrade project, the System Admin 

learned that the necessary routers had not been delivered to the restaurant sites. He advised 

his supervisor of the situation and his supervisor told him to go to Wal-Mart to buy “any 

router” he could find to use in the conversion. The System Admin cautioned his supervisor 

that any hacker could easily exploit this workaround and gain access to Payment Card Data. 

Ultimately, the System Admin refused to use routers purchased from Wal-Mart in the 
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conversion. However, the System Admin remarked that some of his colleagues did, in fact, 

use these inappropriate routers. System Admin stated that using the Wal-Mart routers was 

“absolutely not” compliant with PCI DSS, which requires that parties install and maintain a 

firewall configuration to protect cardholder data, which the Wal-Mart routers would not do.  

114. Indeed, Wendy’s should have been aware of the PCI DSS requirements and the 

significant risks associated with a deficient or non-existent firewall and the risk that such 

deficiencies could lead to a data breach. Specifically, a Visa Data Security Alert, issued in 

February 2014, warned merchants, such as Wendy’s, that they should be vigilant with respect 

to their firewalls and firewall configuration. The February 2014 security alert informed 

merchants that they should:  

[r]eview your firewall configuration and ensure only allowed ports, services 

and IP (internet protocol) addresses are communicating with your network. 

This is especially critical on outbound (e.g., egress) firewall rules, where 

compromised entities allow ports to communicate to any IP on the Internet. 

Hackers will leverage this misconfiguration to exfiltrate data to their IP 

address.  

Despite this, Wendy’s failed to take necessary measures to maintain an adequate firewall that 

was properly configured to prevent hackers from penetrating its computer network.  

115. Wendy’s also lacked proper network segmentation to prevent a user, with access to 

one area of the network, from accessing areas of the network where Payment Card Data would 

be transmitted or stored. The System Admin explained that Wendy’s maintained two (or dual) 

networks and that both were connected to the Aloha POS system. The System Admin further 

stated that dual networks lacked proper network segmentation, which would allow a hacker, 

who could gain access to one area of the network, to access other areas of the network to steal 

Payment Card Data. The System Admin was certain that Wendy’s dual network configuration 

was not compliant with PCI DSS because Payment Card Data was not adequately separated 

from Wendy’s public wireless internet network.  

116. The System Admin further stated that he was performing a network security upgrade 

in 2015 to render Wendy’s IT environment less penetrable, specifically by improving the 

firewall protection and separating Payment Card Data from Wendy’s public wireless internet 

network. At the time of his departure from Wendy’s, in February 2016, the System Admin 

stated there remained hundreds of Wendy’s establishments that needed to perform the 

network security upgrade, which included proper network segmentation. Thus, hundreds of 

restaurants had inadequate security at the time of the data breach because Wendy’s failed to 

timely implement the necessary changes and upgrades.  

117. Another former Wendy’s employee, who worked as a Senior Engineer in Restaurant 

Infrastructure (“Senior Engineer 1”), also identified that there were network segmentation 

issues with respect to the setup of the servers at Wendy’s restaurants. He explained that all 

devices with electronic connectivity, including point-of-sale terminals and electronic menu 
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board displays, resided on the same network. Therefore, anyone who could gain access to 

the network would be able to also have access to Payment Card Data. Senior Engineer 1 

believed that Wendy’s violated PCI DSS because Payment Card Data was not properly 

segmented from other, non-sensitive information.  

118. Senior Engineer 1 stated that every Wendy’s restaurant that was using the Aloha POS 

system, regardless of whether it was a franchise or company-owned store, was connected to 

the Aloha Command Center. This allowed Wendy’s corporate headquarters to have access to 

each restaurant running the Aloha POS system. The Aloha Command Center also allowed the 

Company to monitor the status of each server and point-of-sale terminal and provide access 

to render technical or other support to Aloha POS system users. Senior Engineer 1 further 

stated that the corporate data center, which was housed on a server at the Company’s 

headquarters, included the Aloha Command Center software that ran on all stores utilizing 

the Aloha POS system. This configuration demonstrates that, without proper network 

segmentation, there was full electronic connectivity between corporate and its franchisees. 

As a result of this connectivity, and the lack of adequate firewall protection and appropriate 

network segmentation, a hacker not only could enter Wendy’s computer network, but also 

would be able to jump unhindered between various network platforms and ultimately access 

Wendy’s customers’ Payment Card Data.  

119. Wendy’s failed to implement certain protocols, such as software image hardening, 

password protecting programs that captured Payment Card Data, and encrypting Payment 

Card Data at the point of sale. These protocols would have detected and prevented 

unauthorized programs from being installed on Wendy’s point-of-sale systems and otherwise 

would have protected Payment Card Data in the event of a data breach.  

120. For instance, software hardening requires a company to remove unnecessary 

applications and processes from software, which enables the company to control what 

applications can run on the point-of-sale system to prevent unauthorized access and attack. 

Senior Engineer 1 was responsible for making sure that images of the software that were 

released and deployed to all restaurants using the Aloha POS system met PCI DSS standards 

(as described below). Senior Engineer 1 was responsible for analyzing images from all of the 

devices in use in the restaurants, including point-of-sale terminals, kitchen devices, and back 

office servers – all of which were running Aloha POS software and were connected to Payment 

Card Data. Senior Engineer 1 stated that, if images of the software were not hardened, it could 

allow Payment Card Data to be “exfiltrated,” or stolen, from the system. Senior Engineer 1 

was aware that Wendy’s had not hardened the system images successfully and believed this 

made Wendy’s vulnerable to a data breach.  

121. After Senior Engineer 1 left Wendy’s, and immediately before the data breach, he said 

the person who took over primary responsibility for ensuring that images were both hardened 

and released was not qualified for the job. Senior Engineer 1 said that his replacement would 

call him nearly every day for help with the imaging process. From these discussions, Senior 
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Engineer 1 knew that the images of the software were not properly hardened and contained 

many mistakes, rendering the Aloha POS systems susceptible to a potential data breach.  

122. Senior Engineer 2 confirmed that, prior to the data breach, none of the versions of the 

Aloha POS software Wendy’s was deploying were hardened. Senior Engineer 2, like Senior 

Engineer 1, believed that because the Aloha POS software was not hardened, the IT systems 

at Wendy’s restaurants were not secure and were not PCI DSS compliant.  

123. The lack of image hardening was further buttressed by the fact that the Payment Card 

Data was unencrypted at the point-of-sale terminal, which would have prevented exfiltrated 

Payment Card Data from being publicly exposed. Senior Engineer 1 explained that, although 

the electronic data capture (“EDC”) file containing Payment Card Data would be encrypted 

during its transfer between an Aloha POS terminal and the bank authorizing the transaction, 

Payment Card Data existed in an unencrypted format on the Aloha POS terminals.  

124. Senior Engineer 1 said that the EDC file containing Payment Card Data would be 

accessible remotely by anyone using the Aloha Command Center software. Importantly, 

Senior Engineer 1 further stated that the user identification and passwords associated with 

these EDC files were not encrypted and thus, could be stolen by hackers to unencrypt any 

later-encrypted Payment Card Data.  

125. Senior Engineer 2 identified Wendy’s password management as another potential 

weakness in Wendy’s computer system. He explained that the same passwords were used 

across certain devices and that “any former employee with an axe to grind” could cause 

significant damage to Wendy’s, since Wendy’s did not regularly, if ever, change these 

generic passwords.  

126. Wendy’s failed to adequately track access to its network and to monitor the network 

for unusual activity, particularly with respect to its point-of-sale terminals, which would have 

allowed Wendy’s to detect and potentially prevent hackers from stealing Payment Card Data. 

One software vendor, Symantec, provides the following explanation regarding its endpoint 

protection software: “Symantec’s network threat protection technology analyzes incoming 

data and blocks threats while they travel through the network before hitting endpoints. Rules-

based firewall and browser protection are also included to protect against web-based 

attacks.”  

127. Specifically, had Wendy’s implemented proper endpoint detection and prevention 

systems, it would have been able to identify suspicious activity occurring within Wendy’s 

network. Additionally, proper endpoint detection would have triggered warnings and alerted 

Wendy’s to the transmission of Payment Card Data within its systems and should have alerted 

Wendy’s to large volumes of data being removed, or exfiltrated, from its network.  

128. The payment card industry also set rules requiring all businesses to upgrade to new 

card readers that accept EMV chips. EMV chip technology uses imbedded computer chips 
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instead of magnetic strips, to store Payment Card Data. Unlike magnetic-strip cards that use 

static data (the card information never changes), EMV cards use dynamic data. Every time an 

EMV card is used, the chip creates a unique transaction code that cannot be used again. Such 

technology greatly increases payment card security because if an EMV chip’s information is 

stolen, the unique number cannot be used by the thieves, making it much more difficult for 

criminals to profit from what is stolen.  

129. The payment card industry (MasterCard, Visa, Discover, and American Express) set a 

deadline of October 1, 2015 for businesses to transition their systems from magnetic-strip to 

EMV technology. Wendy’s did not meet that deadline. 

130. Under Card Operating Regulations, businesses accepting payment cards, but not 

meeting the October 1, 2015 deadline, agree to be liable for damages resulting from any data 

breaches.  

132. The Payment Card Industry Security Standards Council promulgates minimum 

standards, which apply to all organizations that store, process, or transmit Payment Card Data. 

These standards are known as the Payment Card Industry Data Security Standard (“PCI DSS”). 

PCI DSS is the industry standard governing the security of Payment Card Data, although it sets 

the minimum level of what must be done, not the maximum.  

133. PCI DSS 3.1, the version of the standards in effect at the time of the data breach, 

imposed the following 12 “high-level” mandates:  

 

Furthermore, PCI DSS 3.1 set forth detailed and comprehensive requirements that had to be 

followed to meet each of the 12 mandates.  

134. Among other things, PCI DSS required Wendy’s to properly secure Payment Card 

Data; not store cardholder data beyond the time necessary to authorize a transaction; to timely 

upgrade its point-of-sale software; implement proper network segmentation; encrypt 

Payment Card Data at the point-of-sale; restrict access to Payment Card Data to those with a 
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need to know; and establish a process to identify; and timely fix security vulnerabilities. As 

discussed above, Wendy’s failed to comply with each of these requirements.  

135. According to the Federal Trade Commission (“FTC”), the failure to employ reasonable 

and appropriate measures to protect against unauthorized access to confidential consumer 

data constitutes an unfair act or practice prohibited by §5 of the Federal Trade Commission 

Act of 1914 (“FTC Act”), 15 U.S.C. §45.2 

136. In 2007, the FTC published guidelines that establish reasonable data security practices 

for businesses. The guidelines note that businesses should protect the personal customer 

information that they keep; properly dispose of personal information that is no longer needed; 

encrypt information stored on computer networks; understand their network’s vulnerabilities; 

and implement policies for installing vendor-approved patches to correct security problems. 

The guidelines also recommend that businesses consider using an intrusion detection system 

to expose a breach as soon as it occurs; monitor all incoming traffic for activity indicating 

someone may be trying to hack the system; watch for large amounts of data being transmitted 

from the system; and have a response plan ready in the event of a breach.  

137. The FTC has also published a document entitled “FTC Facts for Business,” which 

highlights the importance of having a data security plan, regularly assessing risks to computer 

systems, and implementing safeguards to control such risks.  

138. The FTC has issued orders against businesses that failed to employ reasonable 

measures to secure Payment Card Data. These orders provide further guidance to businesses 

in regard to their data security obligations.  

139. In the years leading up to the Wendy’s data breach, and during the course of the 

breach itself, Wendy’s failed to follow the guidelines set forth by the FTC. Furthermore, by 

failing to have reasonable data security measures in place, Wendy’s engaged in an unfair act 

or practice within the meaning of §5 of the FTC Act.  

140. At the time of the breach, Wendy’s internal policies and procedures required that 

customer information be kept confidential, system vulnerabilities be mitigated in a timely 

manner, necessary software upgrades be implemented, and data be encrypted.  

141. Wendy’s violated these policies and procedures in the time leading up to the Wendy’s 

data breach, and during the commission of the breach itself, by failing to maintain the 

                                                      
2 [In 1938, Congress “added the phrase ‘unfair or deceptive acts or practices' to the section's original 

ban on ‘unfair methods of competition’ and thus made it clear that Congress, through §5, charged the 

FTC with protecting consumers as well as competitors. The House Report on the amendment 

summarized congressional thinking: ‘(T)his amendment makes the consumer, who may be injured by 

an unfair trade practice, of equal concern, before the law, with the merchant or manufacturer injured 

by the unfair methods of a dishonest competitor.’ H.R.Rep.No.1613, 75th Cong., 1st Sess., 3 (1937).” 

F.T.C. v. Sperry & Hutchinson Co., 405 U.S. 233, 244 (1972).] 



Fall 2017 | Tort Law 

Professor Bryant Walker Smith 

Final Examination! 

 

Page 24 of 32  AEGS Number: _______________ 

confidentiality of its customer information, mitigate system vulnerabilities in a timely manner, 

upgrade software security, and encrypt Payment Card Data at the point-of-sale.  

142. Wendy’s maintains a Code of Business Conduct and Ethics (“Code”), which was last 

updated and approved by the Wendy’s Board of Directors on December 13, 2011. This Code 

provides, in relevant part, that:  

Information about a franchisee’s or supplier’s business is confidential as is 

personal information about customers. Disclosure within the Company should 

only be on a business ‘need to know’ basis. Disclosure to outsiders, except to 

comply with legal requirements, is not only inconsistent with this Code but in 

some cases may be illegal.  

143. Wendy’s plainly failed to fulfill its own internal information security policy.  

146. The data breach caused substantial damage to the Plaintiffs, who had to act 

immediately to mitigate the massive number of fraudulent transactions being made on 

payment cards that they had issued while simultaneously taking steps to prevent future fraud. 

Consumers are ultimately protected from most fraud loss, but the Plaintiffs are not. Financial 

institutions, like the Plaintiffs, bear primary responsibility for reimbursing customers for 

fraudulent charges and covering the cost of issuing new cards for customers to use. 

147. As a result of the Wendy’s data breach, the Plaintiffs were required, and will continue 

to be required, to cancel and reissue payment cards, change or close accounts, notify 

customers that their cards were compromised, investigate claims of fraudulent activity, refund 

fraudulent charges, increase fraud monitoring on potentially impacted accounts, and take 

other steps to protect themselves and their customers. Plaintiffs also lost interest and 

transaction fees due to reduced card usage. Furthermore, debit and credit cards belonging 

to the Plaintiffs – as well as the account numbers on the face of the cards – were devalued.  

148. The financial damages suffered by the Plaintiffs are significant and ongoing. Industry 

sources estimate that millions of accounts could be affected by the data breach. 

163. The location where Plaintiffs were injured was fortuitous and Wendy’s could not have 

foreseen where the injury would take place, as Wendy’s didn’t know which banks Wendy’s 

customers used and the location of these banks’ headquarters, or principal places of business, 

at the time of the breach. 
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Chambers v. St. Mary’s School 

Supreme Court of Ohio 

August 12, 1998 

LUNDBERG STRATTON, J. The issue certified for our review is “[w]hether a violation of the 

Ohio Basic Building Code may constitute negligence per se.” 

In order to recover on a negligence claim, a plaintiff must prove (1) that the defendant owed 

the plaintiff a duty, (2) that the defendant breached that duty, and (3) that the breach of the 

duty proximately caused the plaintiff’s injury. Wellman v. E. Ohio Gas Co. (1953), 160 Ohio St. 

103, 108–109, 51 O.O. 27, 30, 113 N.E.2d 629, 632; Sedar v. Knowlton Constr. Co. (1990), 49 

Ohio St.3d 193, 198, 551 N.E.2d 938, 943, overruled on other grounds, Brennaman v. R.M.I. Co. 

(1994), 70 Ohio St.3d 460, 639 N.E.2d 425. Typically, a duty may be established by common 

law, legislative enactment, or by the particular facts and circumstances of the case. Eisenhuth 

v. Moneyhon (1954), 161 Ohio St. 367, 53 O.O. 274, 119 N.E.2d 440. Where a legislative 

enactment imposes a specific duty for the safety of others, failure to perform that duty is 

negligence per se. Eisenhuth. Application of negligence per se in a tort action means that the 

plaintiff has conclusively established that the defendant breached the duty that he or she owed 

to the plaintiff. It is not a finding of liability per se because the plaintiff will also have to prove 

proximate cause and damages. Pond v. Leslein (1995), 72 Ohio St.3d 50, 53, 647 N.E.2d 477, 

479. 

In Swoboda v. Brown (1935), 129 Ohio St. 512, 522, 2 O.O. 516, 521, 196 N.E. 274, 278, this court 

stated: 

“The distinction between negligence and ‘negligence per se’ is the means and method of 

ascertainment. The first must be found by the jury from the facts, the conditions and 

circumstances disclosed by the evidence; the latter is a violation of a specific requirement of 

law or ordinance, the only fact for determination by the jury being the commission or omission 

of the specific act inhibited or required.” 

“In other words, if a positive and definite standard of care has been established by legislative 

enactment whereby a jury may determine whether there has been a violation thereof by 

finding a single issue of fact, a violation is negligence per se; but where the jury must 

determine the negligence or lack of negligence of a party charged with the violation of a rule 

of conduct fixed by legislative enactment from a consideration and evaluation of multiple facts 

and circumstances by the process of applying, as the standard of care, the conduct of a 

reasonably prudent person, negligence per se is not involved.” Eisenhuth at 374–375, 53 O.O. 

at 278, 119 N.E.2d at 444. 

Thus, the application of negligence per se effectively reduces the elements that a plaintiff must 

prove in a negligence action. Hernandez v. Martin Chevrolet, Inc. (1995), 72 Ohio St.3d 302, 

304, 649 N.E.2d 1215, 1216. Negligence per se is tantamount to strict liability for purposes of 
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proving that a defendant breached a duty. See Lonzrick v. Republic Steel Corp. (1966), 6 Ohio 

St.2d 227, 250, 35 O.O.2d 404, 417, 218 N.E.2d 185, 200 (Taft, C.J., dissenting). 

Since the application of negligence per se effectively reduces the plaintiff’s burden of proof 

in a tort case, we must carefully examine whether an extension of negligence per se to 

violations of administrative rules is justified. 

In Eisenhuth, this court held that a violation of a “legislative enactment” was negligence per 

se. Chambers asks us to extend the doctrine of negligence per se to violations of the OBBC, 

which constitutes administrative rules. In order to make such a decision, we must determine 

whether there are any material differences between statutes and administrative rules which 

would preclude us from extending the application of negligence per se to violations of 

administrative rules. 

Legislative authority is vested with the General Assembly. Belden v. Union Cent. Life Ins. Co. 

(1944), 143 Ohio St. 329, 28 O.O. 295, 55 N.E.2d 629, paragraph one of the syllabus. A 

legislative enactment, or statute, is initially introduced as a bill. Section 15(A), Article II, Ohio 

Constitution. The introduction of a bill is a manifestation of public policy, which is determined 

primarily by the General Assembly. See State v. Smorgala (1990), 50 Ohio St.3d 222, 223, 553 

N.E.2d 672, 673–674. 

A bill may originate in either the House of Representatives or the Senate. Section 15(A), Article 

II, Ohio Constitution. All bills are subject to debate, discussion, and amendment prior to being 

put to a vote. Id. Once all amendments are made, the bill must still be passed by a concurrence 

of a majority of members from both the Senate and the House of Representatives and be 

signed by the Governor before it becomes law. Sections 15 and 16, Article II, Ohio 

Constitution. 

Members of the General Assembly are accountable to their constituents because they are 

elected to office. Section 2, Article II, Ohio Constitution. If the constituents are unhappy with 

policy determinations made by members of the General Assembly, they can change the 

makeup of the General Assembly at the voting booth. Thus, in effect, citizens of the state may 

shape the nature of legislation. 

The legislative process and accountability are the cornerstones of the democratic process 

which justify the General Assembly’s role as lawmaker. In contrast, administrative rules do 

not dictate public policy, but rather expound upon public policy already established by the 

General Assembly in the Revised Code. “‘The purpose of administrative rulemaking is to 

facilitate an administrative agency’s placing into effect a policy declared by the General 

Assembly in the statutes to be administered by the agency.’” Doyle v. Ohio Bur. of Motor 

Vehicles (1990), 51 Ohio St.3d 46, 47, 554 N.E.2d 97, 99, quoting Carroll v. Dept. of Adm. Serv. 

(1983), 10 Ohio App.3d 108, 110, 10 OBR 132, 133, 460 N.E.2d 704, 706. Yet determination of 

public policy remains with the General Assembly. State ex rel. Bryant v. Akron Metro. Park Dist. 

for Summit Cty. (1929), 120 Ohio St. 464, 479, 166 N.E. 407, 411–412, affirmed State ex rel. 
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Bryant v. Akron Metro. Park Dist. for Summit Cty. (1930), 281 U.S. 74, 50 S. Ct. 228, 74 L.Ed. 710. 

Administrative agencies may make only “subordinate” rules. Belden v. Union Cent. Life Ins. 

Co. (1944), 143 Ohio St. 329, 342–343, 28 O.O. 295, 301, 55 N.E.2d 629, 635–636; see, also, 

Redman v. Dept. of Indus. Relations (1996), 75 Ohio St.3d 399, 404, 662 N.E.2d 352, 357; Blue 

Cross of Northeast Ohio v. Ratchford (1980), 64 Ohio St.2d 256, 259, 18 O.O.3d 450, 452, 416 

N.E.2d 614, 617. 

Unlike the legislative process, rulemaking by administrative agencies does not involve the 

collaborative effort of elected officials. Directors of administrative agencies are appointed by 

the Governor. R.C. 121.03. It is these directors and/or their employees who propose and 

adopt administrative rules. Administrative agencies have the technical expertise to compose 

such rules. Farrand v. State Med. Bd. (1949), 151 Ohio St. 222, 39 O.O. 41, 85 N.E.2d 113. 

However, administrative agencies have no accountability as do the members of the General 

Assembly.  

The specific issue before this court is whether a violation of the OBBC is negligence per se. 

However, our comparison of the legislative process and the rulemaking process dictates that 

we examine this issue in the broader context of whether violations of any administrative rules 

should require the application of negligence per se. 

If we were to rule that a violation of the OBBC (an administrative rule) was negligence per se, 

we would in effect bestow upon administrative agencies the ability to propose and adopt rules 

which alter the proof requirements between litigants. Altering proof requirements is a public 

policy determination more properly determined by the General Assembly because the 

General Assembly, as opposed to administrative agencies, has the authority and 

accountability to dictate public policy. Giving administrative agencies the ability to adopt 

such rules would be tantamount to an unconstitutional delegation of legislative authority, since 

administrative agencies cannot dictate public policy. 

Further, scores of administrative agencies propose and adopt perhaps hundreds of rules each 

year. Considering the sheer number and complexity of administrative rules, a finding that 

administrative rules establish negligence per se could open the floodgates to litigation. Strict 

compliance with such a multitude of rules would be virtually impossible. In effect, it would 

make those subject to such rules the insurer of third parties who are harmed by any violation 

of such rules. Only those relatively few statutes which this court or the General Assembly has 

determined, or may determine, should merit application of negligence per se should receive 

such status. 

For all the aforementioned reasons, we hold that the violation of an administrative rule does 

not constitute negligence per se; however, such a violation of an administrative rule may be 

admissible as evidence of negligence. Stephens v. A–Able Rents Co. (1995), 101 Ohio App.3d 

20, 27–28, 654 N.E.2d 1315, 1320. 
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The OBBC constitutes administrative rules proposed and adopted by the Board of Building 

Standards, an administrative agency, whose members are appointed by the Governor. Ohio 

Adm.Code 4101:2–1–03, R.C. 3781.07, and 3781.10. Therefore, a violation of the OBBC is not 

negligence per se. Accordingly, we affirm the judgment of the appellate court. 

DOUGLAS, J., dissenting. I dissent from the judgment and opinion of the majority. Today the 

majority has determined that a violation of the Ohio Basic Building Code may never constitute 

negligence per se. What is even more shocking is that the majority further holds that the 

extension of the doctrine of negligence per se to violations of any administrative rules is never 

justified. The breadth of the majority opinion is alarming and, in addition, is simply wrong! To 

that end, the conclusions reached by the majority have disturbed well-settled law and have 

effectively overruled numerous decisions of this court. 

We have held time and time again that an administrative rule issued pursuant to statutory 

authority has the force and effect of law unless it is unreasonable or is in clear conflict with a 

statute governing the same subject matter. See, e.g., Youngstown Sheet & Tube Co. v. Lindley 

(1988), 38 Ohio St. 3d 232, 234, 527 N.E.2d 828, citing Kroger Grocery & Baking Co. v. Glander 

(1948), 149 Ohio St. 120, 125, 36 O.O. 471, 474, 77 N.E.2d 921, 924. See, also, State ex rel. 

Kildow v. Indus. Comm. (1934), 128 Ohio St. 573, 580, 1 O.O. 235, 238, 192 N.E. 873, 876. 

Indeed, this court has also implicitly agreed that a tortfeasor may be negligent per se in 

violating a relevant administrative regulation. See Merchants Mut. Ins. Co. v. Baker (1984), 15 

Ohio St.3d 316, 15 OBR 444, 473 N.E.2d 827. The majority, however, has turned a blind eye to 

these and other important cases decided by this court. 

Accordingly, for the foregoing reasons, I must dissent. 
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American Guarantee and Liability Insurance v. Ingram Micro 

United States District Court for the District of Arizona 

April 18, 2000 

ORDER 

MARQUEZ, Senior District J. This case presents an insurance coverage dispute between 

Plaintiff/Counterdefendant American Guarantee & Liability Insurance Company 

(“American”) and Defendant/Counterclaimant Ingram Micro., Inc. (“Ingram”). American 

issued Ingram a property damage policy which insured against certain business interruption 

and service interruption losses. As a result of a power outage, Ingram's computer systems 

were rendered inoperable. Ingram made a claim under its policy to American and American 

denied the claim. Thereafter, American filed a Complaint for declaratory relief against Ingram 

and Ingram filed a Counterclaim for breach of contract. 

Pending before the Court are cross-motions for partial summary judgment on the issue of 

whether a 1998 power outage caused “direct physical loss or damage from any cause, 

howsoever or wheresoever occurring” to Ingram's computer system. 

Judgment as a matter of law is available “if the pleadings, depositions, answers to 

interrogatories and admissions on file, together with the affidavits, if any, show there is no 

genuine issue as to any material fact and the moving party is entitled to judgment as a matter 

of law.” Fed.R.Civ.P. Rule 56(c). 

For reasons which follow, the Court grants Ingram's Motion and denies American's Motion. 

I. Relevant Undisputed Facts 

Ingram is a wholesale distributor of microcomputer products. The company uses a world-

wide computer network (the Impulse System) to track its customers, products, and daily 

transactions. Ingram receives orders from its customers both electronically and through 

telesales representatives. All of Ingram's orders are processed through Impulse and Ingram's 

entire business operation depends upon the proper functioning of Impulse. 

In October of 1998, Ingram procured an insurance policy from American which insured 

Ingram's “[r]eal, and personal property, business income and operations in the world 

wherever situated except for U.S. Embargo Countries.” (Primary All–Risk Policy at 2 ¶ E.) The 

policy insured against “All Risks of direct physical loss or damage from any cause, howsoever 

or wheresoever occurring, including general average, salvage charges or other charges, 

expenses and freight.” (Policy at 11 ¶ D.) Ingram's computers, including Impulse, are insured 

under the Policy. 

Ingram's data processing and data base maintenance operations are performed primarily at 

Ingram's Tucson Data Center. At approximately 8:00 a.m. on the morning of December 22, 

1998, the Data Center experienced a power outage which was apparently caused by a ground 
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fault in the fire alarm panel. While electrical power service to the building itself was not 

disrupted, all of the electronic equipment at the Data Center, including the computers and 

telephones, stopped working. 

Power was restored to the Data Center within a half hour. Ingram employees reset all of the 

circuit breakers that had been tripped by the power outage. Some of Ingram's equipment, 

such as the printers, were fully operational as soon as power was restored. The three 

mainframe computers, however, lost all of the programming information that had been stored 

in their random access memory and Ingram employees had to reload the lost programming 

information. One and one half hours after the power outage, the Data Center was up and 

running at the mainframe level. 

The return of the mainframes to operation did not restore to action the computers and other 

equipment that connect the Data Center to the rest of the Impulse System. Connections 

between Tucson and six Impulse locations in the U.S. and Europe were interrupted and 

Ingram could not conduct business. After working for hours to determine the source of the 

problem, Ingram employees finally brought the network back up to operation by means of 

bypassing a malfunctioning matrix switch. Impulse was restored to full operation by 4:00 p.m., 

approximately eight hours after the shutdown. 

In the days following the power outage, Ingram employees determined that when the power 

outage occurred, all of the programming information disappeared from the random access 

memory. The custom configurations that existed prior to the outage were different than the 

default settings after the outage. So when power was restored to the matrix switch, the custom 

configurations remained lost. The matrix switch had to be reprogrammed with the necessary 

custom configurations before communications with the six Impulse locations could be 

restored. 

II. Discussion 

American and its expert witnesses admit that Ingram's mainframe computers and the matrix 

switch did not function as before the power outage and that certain data entry and 

reconfiguration processes were necessary to make Impulse operate as it had before the 

power outage. American argues however, that the computer system and the matrix switch 

were not “physically damaged” because their capability to perform their intended functions 

remained intact. The power outage did not adversely affect the equipment's inherent ability 

to accept and process data and configuration settings when they were subsequently 

reentered into the computer system. 

Ingram argues that the fact that the mainframe computers and the matrix switch retained the 

ability to accept the restored information and eventually operate as before, does not mean 

that they did not undergo “physical damage.” Ingram offers a broader definition of this term 

and contends that “physical damage” includes loss of use and functionality. 
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At a time when computer technology dominates our professional as well as personal lives, the 

Court must side with Ingram's broader definition of “physical damage.” The Court finds that 

“physical damage” is not restricted to the physical destruction or harm of computer circuitry 

but includes loss of access, loss of use, and loss of functionality. 

The Court is not alone in this interpretation. The federal computer fraud statute, which makes 

it an offense to cause damage to a protected computer, defines damage as “any impairment 

to the integrity or availability of data, a program, a system, or information.” 18 U.S.C. § 1030 

(West 1999). In Connecticut, a person is guilty of computer crime when he “disrupts or 

degrades or causes the disruption or degradation of computer services.” Conn. Gen.Stat. § 

53a–251 (2000). In Minnesota, computer damage includes the alteration of any computer, 

computer system, computer network or computer software. Minn.Stat. § 609.88 (1999). In 

Missouri, damage to a computer is defined as “any alteration, deletion, or destruction of any 

part of a computer system or network.” Mo. Ann. Stat. § 569.093 (West 1999). In New York, a 

person is guilty of computer tampering in the fourth degree when he “intentionally alters in 

any manner or destroys computer data or a computer program of another person.” N.Y. Penal 

§ 156.20 (McKinney 1999). 

The Court is mindful that these definitions appear not in insurance coverage cases, but in the 

penal codes of various states. Their relevance however, is significant. Lawmakers around the 

country have determined that when a computer's data is unavailable, there is damage; when 

a computer's services are interrupted, there is damage; and when a computer's software or 

network is altered, there is damage. Restricting the Policy's language to that proposed by 

American would be archaic. 

Seagate Technology, Inc. v. St. Paul Fire and Marine Insurance Co., 11 F.Supp.2d 1150, 1151 

(N.D.Ca.1998) does not dictate a different result. Seagate manufactured disk drive storage 

devices for personal computers and small business machines. Amstrad purchased Seagate 

disk drives for its personal computers and sold personal computers in which the Seagate 

drives had been incorporated. Amstrad sued Seagate alleging that the drives were defective. 

The court found that physical incorporation of a defective product into another does not 

constitute property damage unless there is “physical harm” to the whole. Because Amstrad's 

complaints contained no allegation that the defective drive did or could harm other 

components of the host computers, there was no allegation of “property damage” within the 

meaning of the umbrella policy. Id at 1155. 

In this case, Ingram does allege property damage—that as a result of the power outage, 

Ingram's computer system and world-wide computer network physically lost the 

programming information and custom configurations necessary for them to function. Ingram's 

mainframes were “physically damaged” for one and one half hours. It wasn't until Ingram 

employees manually reloaded the lost programming information that the mainframes were 

“repaired.” Impulse was “physically damaged” for eight hours. Ingram employees 

“repaired” Impulse by physically bypassing a malfunctioning matrix switch. Until this 

restorative work was conducted, Ingram's mainframes and Impulse were inoperable. 
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The Court does not believe that the declarations of Troy Bates and Frank Lombardo, two 

insurance industry consultants hired by American, create an issue of fact. It is true that expert 

opinion is admissible and may defeat summary judgment when the affiant is competent to 

give an expert opinion and the factual basis for the opinion is stated in the affidavit. Rebel Oil 

Co., Inc. v. Atlantic Richfield Co., 51 F.3d 1421, 1435 (9th Cir1995), cert. denied 516 U.S. 987 

(1995). However, when indisputable record facts contradict or otherwise render the opinion 

unreasonable, it cannot support a jury's verdict. Id. In order to defeat summary judgment, the 

inferences drawn from the expert's affidavit must fulfill the standard in Anderson v. Liberty 

Lobby, Inc., 477 U.S. 242, 249–52 (1986) of being sufficient to sustain a favorable jury 

verdict. See also In re Agent Orange Product Liability Litigation MDL No. 381, 818 F.2d 187, 193 

(2d Cir.1987), cert. denied, 487 U.S. 1234 (1988) (to defeat summary judgment, expert 

affidavits cannot involve “mere speculation or idiosyncratic opinion”); Hayes v. Douglas 

Dynamics, Inc., 8 F.3d 88, 92 (1st Cir.1993) (the federal rules of evidence regarding expert 

testimony were not intended “to make summary judgment impossible whenever a party has 

produced an expert to support its position”), cert. denied, 511 U.S. 1126 (1994). 

For reasons previously stated, the Court finds that the conclusions of Troy Bates and Frank 

Lombardo that Ingram's computer system did not suffer “physical damage” as a result of the 

power outage are not reasonable and are not sufficient to create a genuine issue of material 

fact. The undisputed facts do not support judgment in favor of American but do support 

judgment in favor of Ingram. 

Accordingly, 

IT IS ORDERED that Ingram's Motion for Partial Summary Judgment (Document 28) is 

GRANTED. 

IT IS FURTHER ORDERED that American's Cross–Motion for Summary Judgment Requesting 

Declaration of “No Coverage” (Document 31) is DENIED. 

IT IS FURTHER ORDERED that counsel shall file a Proposed Joint Pretrial Order on or before 

Friday, May 12, 2000. 

IT IS FURTHER ORDERED that a Pretrial Conference will take place on Tuesday, May 23, 2000 

at 10:30 a.m. If counsel for any party is out of town, counsel shall contact the Court 10 days 

prior to the date of the Pretrial Conference to arrange for the Conference to be telephonic. 

 

END OF EXAMINATION. 


