
Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 

I HATE THE WORD RESTAURANT!!! THANK GOODNESS FOR SPELL CHECK BECAUSE

I CAN NEVER SPELL IT RIGHT!  
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 

I HATE THE WORD RESTAURANT!!! THANK GOODNESS FOR SPELL CHECK BECAUSE
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 

I HATE THE WORD RESTAURANT!!! THANK GOODNESS FOR SPELL CHECK BECAUSE
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 

I HATE THE WORD RESTAURANT!!! THANK GOODNESS FOR SPELL CHECK BECAUSE
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 

I HATE THE WORD RESTAURANT!!! THANK GOODNESS FOR SPELL CHECK BECAUSE
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 

I HATE THE WORD RESTAURANT!!! THANK GOODNESS FOR SPELL CHECK BECAUSE
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 

I HATE THE WORD RESTAURANT!!! THANK GOODNESS FOR SPELL CHECK BECAUSE
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Question 1

By Preponderance of the Evidence. 

Question #1 Final Word Count = 6

Question 2

Necessity is an affirmative defense to conversion when an actor interferes with the property interest of

an innocent party in order to avoid a greater injury. This decision by a defendant is similar to the Hand

formula, B<P*L, where the actor must weigh the untaken precautions to the possibility of the risk

occurring times the gravity of the resulting injury. The Hand formula is used to determine if a defendant

has breached their duty, an element of the prima facie case for negligence. Since this balancing of risks

is conducting in the breach element, there is no defense of necessity. Also defense looks at the

subjective actions of the actor, therefore it looks at whether the actor determined the balance of risks

and picked the greater injury. Breach in negligence is objective and compares the actions of what a

reasonable prudent person would have done in the defendant's position. 

Question #2 Final Word Count = 150

Question 3

    As a judge, they have the responsibility of being the gatekeeper of expert testimony, meaning they

have the discretion on whether the testimony is admitted and given to the jury for evidence. The jury's

role is then to take the expert's testimony to use in making their determination of the case. Here, the

federal district court judge is the gatekeeper of whether to allow Dr. Havidor Reporian's testimony;

and the jury will use his testimony to determine the amount of damages that will be awarded to the

plaintiff in a medical malpractice suit. 

    This federal district judge should use the Daubert Standard to determine whether or not Dr.

Reporian's testimony is reliable and should be submitted to the jury. Since each judge uses their own

discretion, there is a question of what is the appropriate gatekeeping role? In Globetti, the judge

admitted anything with good grounds as reliable and then it was up to the jury to decide whether to use

the testimony. This is a less aggressive example of judge discretion compared to Glastetter, where the

judge examined the reliability based on its correctness. Here, the federal court judge will have to use

their discretion and any abuse of that discretion could result in an appeal (but doesn't everything). 

    Here, the expert meets the Daubert requirements of experience in the field of conditions of hearing

loss and its affects on the quality of life, and the known potential error rates by using a study with a

statistically significant result of p <0.0001. Next its determining whether his conclusions are generally

accepted within the scientific community, and Dr. Reporian uses research from United Kingdom on

QALYs to determine the rest of his conclusions to base his final number of damages at $19,210,760. 

    If the federal judge in this case wanted to be like Globetti, then he should admit this testimony for

what is because it appears to be based on good grounds. And in terms of tort law, this discretionary

view should be used as expert testimony is only a judge decision for allowing the testimony, otherwise

it is the jury's decision to determine damages. Otherwise having too much discretionary power could

cause unfairness to the plaintiff. If the judge follows the Glastetter view then he would only be admitting

what is correct and that could hinder the plaintiff's chances of an award that may not meet the main

goal of tort law - to make the person whole. If the judge has certain biases about women, or the deaf

community and only allows the the testimony based on correctness, that is hindering the plaintiff. 

    While judges are the gatekeepers for expert testimony, that discretion should follow the standard set

by Globetti, of allowing anything with good grounds as reliable, and then letting the jury determine what

evidence to use for its decision on the damages award to the plaintiff. 

Question #3 Final Word Count = 480

Question 4: Plaintiffs v. Wendy's

Negligence Claim

Duty: 

    The Plaintiffs experienced physical harm where they have now lost the ability to use the cards

because hackers had taken the Payment Data Information from Wendy's POS system.

   Using the Totality of the Circumstances foreseeability test for protecting against criminal conduct,

Wendy's could have determined that a data breach was foreseeable, therefore Wendy's owed a duty

to protect the Plaintiffs from criminal conduct. 

Breach:

    Wendy breached their duty by actions that left highly sensitive Payment Card Data of hundreds of

thousands, if not millions, of the Plaintiffs' customers exposed and accessible for use by hackers for

months. Wendy's breach of their duty to protect the Plaintiffs from physical harm by foreseeable

criminal conduct by hackers can be determined by using the Hand formula. There were several untaken

precautions by Wendy's that if taken could have significantly reduced the possibility of a data breach

occurring, and preventing the severity of the harm that the Plaintiffs now suffer. 

Failed to take necessary measures to maintain and adequate firewall that was properly

configured to prevent hackers from penetrating its computer network. An adequate firewall

protection system would have prevented its payment card systems from being breached by

hackers. 

Lacked proper network segmentation to prevent a user, with access to one area of the network,

from accessing areas of the network where Payment Card Data would be transmitted or stored.

Every restaurant that was using the Aloha POS system, regardless of whether it was a franchise

or a company owned store, was connected to the Aloha Command Center accessed by

headquarters.  A hacker could easily access one part of the network and then fully be able to

access the Aloha Command Center. 

Failed to implement certain protocols, such as software image hardening, password protecting

programs that captured Payment Card Data, and encrypting Payment Card Data at the point of

sale. This would have protected and prevented unauthorized programs from being installed on

Wendy's POS systems, thereby protecting them from breach. But also, the fact that the Payment

Card Data was unencrypted at the POS terminal would allow the Payment Card data to be

publicly exposed. 

Password management was a weakness in the system; Wendy's used the same passwords

across certain devices and did not change the passwords on a regular basis. Therefore a

disgruntled employee could cause significant damage to Wendy's. 

Failed to adequately track access to its network and to monitor the network for unusual activity.

If taken, this would have allowed Wendy's to detect and potentially prevent hackers fro stealing

Payment Card Data.  Specifically, if they had implemented proper endpoint detection and

prevention systems, it would have been able to identify suspicious activity occurring within

Wendy's network, and would have triggered warnings and alerts of a breach.

    The burden of taking these precautions would have been less than the probability of a potential data

breach occurring and the gravity of the resulting loss that occurred (is still occurring). There was a high

probability that a data breach could occur, especially after the past breaches with other industries and

the numerous warnings that Visa and employees had reported to Wendy's Headquarters. Employees

stated on numerous occasions where the IT department within Wendy's was insufficient and inept for

the responsibilities it faced for protecting cardmembers. They reported that outdated Microsoft

systems and the Aloha POS program were high susceptible to being breached. 

Cause-in-fact

    Wendy's actions were the direct cause of the breach data at the 1,000 restaurants. If they had taken

the precautions, this would have allowed for more protection and otherwise the breach would not have

occurred. 

Scope:

    The hackers involvement can not be seen as an intervening cause to the harm by the breach of data

that would breach the causal chain. It was reasonably foreseeable that the lack of precautions Wendy's

took to implement protection for the point of sale systems would allow hackers to get into their Aloha

POS systems and gain access to the Payment Card Data. Wendy's was notified again and again of the

data breaches that were occurring in other stores and notified that it was the same exact system,

through Aloha POS, that allowed the hackers to breach Target. 

Damages:

    The Plaintiffs have incurred significant damages in replacing customers' payment cards and covering

fraudulent purchases. These costs are currently ongoing. 

Negligence Per Se Claim

 Statue:

 According to the Federal Trade Commission (FTC), the failure to employ reasonable and appropriate

measures to protect against unauthorized access to confidential consumer data constitutes an unfair act

or practice prohibited by Section 5 of the Federal Trade Commission Act of 1914, 15 U.S.C. Section

45. The guidelines had been posted since 2007.

    In the years leading up to the data breach, Wendy's failed to follow the guidelines set forth by the

FTC. By failing to follow the reasonable data security measures in place, Wendy's engaged in an unfair

act or practice within the meaning of Section 5 of the FTC Act

Cause-in-fact:

    Wendy's was the cause in fact of the data breach because but for Wendy's failure to follow section

5 of the FTC Act of 1914, the Plaintiffs would not have suffered the data breach. 

Scope:

    It was reasonably foreseeable that failure to follow the FTC Act, could result in a data breach there

by constituting an unfair act or practice by Wendy's. 

Damages:

Significant loss that is currently ongoing. 

Fraudulent Misrepresentation Claim

    Wendy's made a material misrepresentation by falsely stated that in Feb 2016, the data breach had

only impacted 300 restaurants and that they had identified, disabled, and eradicated the breach.

Wendy's intended this misrepresentation to downplay the data breach that would be relied upon by the

Plaintiffs who believed that the data breach had not affected as many of their customers. The Plaintiffs

now suffer significant loss by continuing to suffer fraud losses and having to continue to cancel and

reissue their customers' payment cards in connection to the breach.

Question #4 Final Word Count = 990

Question 5

Negligence

No reasonable jury could determine that Wendy's negligently caused the physical harm suffered by the

Plaintiffs. Wendy's does not owe the duty to protect the Plaintiffs for criminal conduct because they are

not a within a special relationship required by the duty rule. A business owes a duty to a patron to

protect against criminal conduct - this would be extended to the individuals who shopped at the

Wendy's restaurants and then suffered their personal information stolen by the hackers. Since the

Plaintiffs are a 3rd party to the incident, as the companies who issued the accounts to the patrons, the

duty rule should not extend to include them. 

The definition used for physical harm should not be extended to include the loss of use and

functionality, thereby extending the duty rule for the Plaintiffs. The result of the data breach was a pure

economic loss and a duty to protect against pure economic loss is only extended to particular plaintiffs

of a particular class, negligent misrepresentation, commercial fishing interest, or private actions for

public nuisance. The plaintiffs have provided no evidence that they fall into one of the exceptions. 

Negligence Per Se

Argument that the FTC Act cited for the negligence per se case is inappropriate because the Federal

Trade Commission is an administrative agency that does not involve collaborative effort of elected

officials. It is a commission created by individuals selected to be on the commission and not the

General Assembly. Therefore, since negligence per se alters proof requirements by dropping duty and

breach from the prima facie case, it is inappropriate for an administrative agency to create a proof

altering rule when public policy determinations are more properly determined by the General

Assembly. The General Assembly has the authority and accountability to dictate public policy. If the

court allowed an administrative rule to alter proof requirements through negligence per se, it would

result in litigation marathon; everyone would be liable for negligence because strict compliance with

such a multitude of rules would be virtually impossible. Therefore, according to Chambers v. St.

Mary's School, a violation of an administrative rule does not constitute negligence per se, so the failure

to meet the standards created by the Section 5 FTC Act of 1914 does not constitute a negligence per

se claim. 

Fraudulent Misrepresentation:

There was no fraudulent misrepresentation. When the first press conference occurred in Jan/Feb 2016,

there was no facts presented that would allow a jury to determine that Wendy's intended the

misrepresentation to be false. Wendy's said something that was true and believed it to be true that only

300 restaurants had been impacted by the breach. This claim requires more than mere negligent

misrepresentation. Wendy's was currently in the process of the investigation and did not have the

information necessary at the time that the breached had occurred to a greater amount of restaurants.

Wendy's now knows that the impact was much more widespread than previously disclosed. However,

this does not show an intent that Wendy's knew the misrepresentation to be false, or the fact that they

recklessly disregarded the potential falsity. 

Question #5 Final Word Count = 516

Question 6

   The defendants are wrong asking for a summary judgment on the grounds that no reasonable jury

could determine that Wendy's negligently harmed the Plaintiffs. Wendy's does owe a duty to the

Plaintiffs because the sale does involve the Plaintiffs, not just the patrons who purchase food. When a

customer uses a credit/ debit card, the transaction involves four primary parties; and the Plaintiffs are

one of the primary parties as the "issuer." The issuer is a financial institution that issues credit and debit

cards to its customers. The issuer is clearly represented in a sale because when a customer presents a

card to make a purchase, Wendy's requires authorization of the transaction from the card's issuer. If

the issuer authorizes the transaction, Wendy's completes the sale to the customer and forwards a

purchase receipt to the acquiring bank with which it has contracted. Then the acquiring bank pays

Wendy's for the purchase and forwards the receipt to the issuer, which then reimburses the acquiring

bank. Finally, the issuer posts the charge to the customer's credit or debit account. Therefore, this

process shows that while yes a customer is the patron of the business, the issuer should also be

extended to be included in the special relationship as business-patron under the limited duty rule. Since

there are four primary parties involved in each transaction at a business, the limited duty rule should

extend that the business owes a duty to protect the customer, the acquiring bank, and the issuer from

criminal conduct. 

    Physical harm should include the loss of use or functionality of a bank account/ card because of a

data breach that was caused by negligent protection from Wendy's. The court in American Guarantee

and Liability v. Ingram Micro, held that "physical damage" is not restricted to the physical destruction

or harm of an object, but includes the loss of access, loss of use, and loss of functionality. The Plaintiffs

have suffered physical damage relating to misuse of accounts by the hackers, now it is to "repair" or

replace cards to its customers on a significant level because the data breach is ongoing. Therefore, the

Plaintiffs did not suffer a pure economic loss, but a physical harm because of Wendy's negligent

protection of their Payment Card Data systems.

   A jury should be allowed to determine the fraudulent misrepresentation claim against Wendy's as it

does show that Wendy's lied about the nature of the representation of its statement during the first

public announcement. Wendy's should have known that their security deficiencies were so significant,

therefore the extent of the data breach was extremely more extensive than what they first stated as only

affecting 300 restaurants. They recklessly disregarded the potential falsity of their misrepresentation by

merely stating it was only 300 locations. They had the knowledge and information presented to them

time and time again that their security protections were significantly lacking and a data breach was

highly likely with the position that they were in. They could have used that information and determined

that their investigation was going to be more expansive By stating that they identified, disabled, and

eradicated the data breach was a false misrepresentation that caused millions of people to rely on that

information, when in reality, millions of people were affected. 

I HATE THE WORD RESTAURANT!!! THANK GOODNESS FOR SPELL CHECK BECAUSE

I CAN NEVER SPELL IT RIGHT!  

Question #6 Final Word Count = 564

ID: 635F17_Torts_S03_(Smith)

12 of 12


